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PRIVILEGED/CONFIDENTIAL INFORMATION HAS BEEN REMOVED FROM THIS PUBLIC VERSION (CIP and NON-CIP)

Region Name of Entity NCR Issue Tracking # Standard Req. Description of Remediated Issue Description of the Risk Assessment Description and Status of Mitigation Activity
Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
1 
(FRCC_URE1)

NCRXXXXX FRCC201000402 PRC-005-1 R2 The entity self-reported that it had mis-identified one (1 out of a total of 698 Protection System 
devices) of its relays based upon its Protection System maintenance and testing program to be a 
microprocessor type relay with a 6-year testing and maintenance interval instead of properly 
identifying it as a solid state based relay with a 3-year testing and maintenance interval.  The 
entity failed to test the relay within the proper cycle of 3 years, missing the testing by 115 days. 

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the relay protected a 
single transmission capacitor bank at one substation.  The entity reviewed the 
classification of all of its relays and found there were no other mis-
classifications.  No misoperations or system events occurred as a result of the 
remediated issue.  The relay operated correctly during a fault which resulted in 
taking the capacitor bank out of service.                                                                  

The entity changed the designation of the relay to the correct
type based upon its Protection System maintenance and 
testing program.  The entity performed the required testing 
and maintenance immediately upon discovery of the mis-
classification of the relay.  

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
1 
(FRCC_URE1)

NCRXXXXX FRCC201100417 PRC-001-1 R3 The entity self-reported that it made 51 common timer protection system changes to its relays in 
a one-month period without coordinating protective system changes with neighboring TOPs and 
Balancing Authorities (BAs).

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the change to common 
timers causes the relays to more accurately react to evolving faults thus reducing 
the fault duration.  The change was necessary because it was agreed upon at the 
FRCC member services level with the other BAs and TOPs prior to changes 
being made as part of the Florida Event Analysis Team's recommendations.  The 
entity just had no evidence of coordinating prior to the changes having been 
made. 

The entity communicated the protection system changes to 
the neighboring TOPs and BAs.  The entity modified its 
proper relay settings implementation and coordination 
procedure  to include requirements for coordination of 
system protection system changes with its neighboring 
TOPs and BAs.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
1 
(FRCC_URE1)

NCRXXXXX FRCC200900163 EOP-005-1 R7 The entity was found during a compliance audit that it failed to demonstrate verification of its 
restoration procedure by actual testing or by simulation for a two-year period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity had a 
documented restoration procedure in place that was used in tabletop training its 
operators. 

The entity's staff verified its restoration procedure using 
power flow simulation.           

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
2
(FRCC_URE2)

NCRXXXXX FRCC201000379 FAC-008-1 R1 The entity was found during a compliance audit that it did not include in its Facility Ratings 
Methodology the following; design criteria (R1.3.2), ambient conditions (R1.3.3), operating 
limitations (R1.3.4), and other assumptions (R1.3.5) for transformers, protective relay devices, 
breakers and switches for a 17-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was operating 
its equipment within manufacturer and design specifications and relay devices, 
breakers and switches were determined not to be a limiting factor. 

The entity revised its Facility Ratings Methodology prior to 
its audit to include the missing elements as defined within 
the requirement.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
2
(FRCC_URE2)

NCRXXXXX FRCC201000380 FAC-009-1 R1 The entity was found during a compliance audit that it did not include its relay protective 
devices in its Facility Ratings Methodology for a 29-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was operating 
its equipment within manufacturer and design specifications and relay devices 
were determined not to be a limiting factor.

The entity revised its Facility Ratings prior to the 
compliance audit to include relay protective devices to meet 
the requirement.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
3
(FRCC_URE3)

NCRXXXXX FRCC201100442 FAC-008-1 R1 The entity self-reported that it did not include in its Facility Ratings Methodology the following; 
a statement that a Facility Rating shall equal the most limiting applicable Equipment Rating of 
the individual equipment that comprises that Facility (R1.2); Ratings provided by equipment 
manufactures' (R1.3.1); ambient conditions (R1.3.3); operating limitations (R1.3.4); and other 
assumptions (R1.3.5) for a 29-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was operating 
its equipment within manufacturer and design specifications.  The entity is a 
waste to energy facility connected at 138 kV with a total generating capacity of 
less than 75 MW which represents less than 1% (one percent) of the FRCC 
regional generation.  

The entity revised its Facility Ratings Methodology to 
include the missing elements.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
3
(FRCC_URE3)

NCRXXXXX FRCC201100443 FAC-009-1 R1 The entity self-reported that it did not include Ratings for transmission conductors (three - six 
foot conductors) in its Facility Ratings Methodology for a four-year period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was operating 
its equipment within manufacturer and design specifications and the three six 
foot conductors transmission conductors were determined not to be a limiting 
factor.  The entity is a waste to energy facility connected at 138 kV with a total 
generating capacity of less than 75 MW which represents less than 1% (one 
percent) of the FRCC regional generation. 

The entity revised its Facility Ratings Methodology to 
include transmission conductors. 

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
4
(FRCC_URE4)

NCRXXXXX FRCC201000407 COM-002-2 R2 The entity was found during a compliance audit to have failed  to ensure the recipient of a 
directive (its Generator Operator (GOP)) repeated the information back correctly and 
acknowledged the response as correct or repeat to resolve any misunderstandings during three 
occurrences for Mvar adjustments.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the TOP's instructions 
were issued in a clear, concise and definitive manner and the directive was 
limited to the entity's own generators which were continuously monitored and 
alarmed by the entity's Energy Management System (EMS).  The entity is a 
generating facility connected to the BPS at 230 kV with a total BPS generating 
capacity of less than 700 MW. 

The entity provided training to its TOPs and GOPs in 
addition to performing a follow-up review of 
communications to ensure the operators adhered to the 
requirements of the standard.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
5
(FRCC_URE5)

NCRXXXXX FRCC200900212 EOP-005-1 R7 The entity was found during a compliance audit that it failed to demonstrate verification of its 
restoration procedure by actual testing or by simulation for a three-year period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the TOP operates less 
than 50 miles of 138 kV transmission with no black start capability.  The entity 
had a documented restoration procedure in place that was used in training its 
operators.

The entity hired a consultant that provided a verification of 
its restoration procedure using power flow simulation.         
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Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
6
(FRCC_URE6)

NCRXXXXX FRCC200900232 EOP-005-1 R7 The entity was found during a compliance audit that it failed to demonstrate verification of its 
restoration procedure by actual testing or by simulation for a 33-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the TOP operates less 
than 50 miles of 230 kV transmission with no black start capability.  The entity 
had a documented restoration procedure in place that was used in tabletop 
training its operators. 

The entity's planning engineering staff  verified its 
restoration procedure using power flow simulation.           

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
7
(FRCC_URE7)

NCRXXXXX FRCC200900200 EOP-005-1 R7 The entity was found during a compliance audit that it failed to demonstrate verification of its 
restoration procedure by actual testing or by simulation for a 33-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the TOP operates less 
than 50 miles of 138 kV transmission with no black start capability.  The entity 
had a documented restoration procedure in place that was used in tabletop 
training its operators. 

The entity hired a consultant that provided a verification of 
its restoration procedure using power flow simulation.         

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
8
(FRCC_URE8)

NCRXXXXX FRCC200900283 EOP-005-1 R7 The entity was found during a compliance audit that it failed to demonstrate verification of its 
restoration procedure by actual testing or by simulation for a 40-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity had a 
documented restoration procedure in place that was used in training its operators.

The entity hired a consultant that provided a verification of 
its restoration procedure using power flow simulation.         

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
9
(FRCC_URE9)

NCRXXXXX FRCC201100424 FAC-014-2 R5 The entity self-certified that it did not provide its System Operating Limits (SOLs) to those 
entities with a reliability-related need in 2009.  The entity does not have any Interconnection 
Reliability Operating Limits (IROLs).

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity's SOLs would 
only affect itself and not adjacent Planning Authorities (PAs) and the SOLs had 
no significant changes in 2009.  The entity has a peak load of less than 100 MW 
is only directly connected to one other Transmission Operator (TOP).

The entity provided the SOLs as required in 2010.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900266 BAL-003-
0.1b

R3 The entity self-reported that it did not operate its Automatic Generation Control (AGC) on Tie 
Line Frequency Bias.  For a 6-hour duration, the entity’s AGC was inadvertently operated in 
Constant Frequency (CF) mode rather than Tie Line Bias (TLB) mode from 00:07 a.m. EST 
until 05:58 a.m. EST.  This was a result of the entity’s installation, one day earlier, of an updated
AGC resource file which was provided by the software vendor.  It was later discovered that the 
AGC resource file contained a software switch which automatically switched from TLB to CF 
upon loss of Tie Line telemetry.  Tie Line telemetry loss did occur due to a momentary loss of 
telecommunications at a single site.  Throughout the period (from the time of the automatic 
switch until software support personnel identified cause of inappropriate Area Control Error 
(ACE) calculation), the AGC calculated ACE did not compare Net Actual and Net Scheduled 
Interchange.  The AGC resource file was promptly corrected upon discovery of the error at 
05:58 a.m. EST.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because improper operational 
mode of the entity's AGC did not result in undue deviation in the system 
frequency as there is typically minor movement of AGC during the midnight 
shift.  Also the system frequency component of ACE was being continuously 
monitored by the entity's Energy Management System (EMS) system operators.

Mitigation included correcting deficiencies in its cyber 
security change control program to address peer review of 
application control file changes and further, the entity 
updated the display of ACE and ACE control process when 
involving AGC switching.  AGC alarms and locations of 
alarms for SCADA displays for the operators were also 
included.  The entity completed mitigation as verified by 
FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900267 BAL-005-
0.1b

R6 The entity self-reported that it did not operate its Automatic Generation Control (AGC) on Tie 
Line Frequency Bias.  For a 6-hour duration, the entity’s AGC was inadvertently operated in 
Constant Frequency (CF) mode rather than Tie Line Bias (TLB) mode from 00:07 a.m. EST 
until 05:58 a.m. EST.  This was a result of the entity’s installation, one day earlier, of an updated
AGC resource file which was provided by the software vendor.  It was later discovered that the 
AGC resource file contained a software switch which automatically switched from TLB to CF 
upon loss of Tie Line telemetry.  Tie Line telemetry loss did occur due to a momentary loss of 
telecommunications at a single site.  Throughout the period (from the time of the automatic 
switch until software support personnel identified cause of inappropriate Area Control Error 
(ACE) calculation), the AGC calculated ACE did not compare Net Actual and Net Scheduled 
Interchange.  The AGC resource file was promptly corrected upon discovery of the error at 
05:58 a.m. EST.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because improper operational 
mode of the entity’s AGC could not have resulted in undue deviation in the 
system frequency.  Also the system frequency component of ACE was being 
continuously monitored by the entity's Energy Management System (EMS) 
system operators.

Mitigation included correcting deficiencies in its cyber 
security change control program to address peer review of 
application control file changes and further, the entity 
updated the display of ACE and ACE control process when 
involving AGC switching.  AGC alarms and locations of 
alarms for SCADA displays for the operators were also 
included.  The entity completed mitigation as verified by 
FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900268 EOP-001-0 R6 The entity was found during a compliance audit that it did not provide its emergency generating 
capacity shortage plan, its system restoration plan, and its firm load shed plan to its Reliability 
Coordinator (RC) and neighboring Transmission Operators (TOPs) and Balancing Authorities 
(BAs) for a 16-month period.  Also, the entity did not provide its response to the transmission 
limit violations plan and its contingencies plan to its RC and neighboring TOPs and BAs for a 
19-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was able to 
demonstrate it had restoration plans in place and could have provided them upon 
request.  Further, the entity had provided sufficient training to its staff to execute 
the restoration plans correctly when such a need arises.

Mitigation included submitting the plans to the FRCC 
secure website where it is available to its RC and 
neighboring TOPs and BAs.  Further, the plans were sent by
registered mail for acknowledgment of shared plans to the 
RC and neighboring TOPs and BAs.  Mitigation was 
completed and verified by FRCC.

October 31, 2011 Page 2



Attachment A-1
October 31, 2011 Public - Find Fix and Track Informational Filing of Remediated Issues Spreadsheet

PRIVILEGED/CONFIDENTIAL INFORMATION HAS BEEN REMOVED FROM THIS PUBLIC VERSION (CIP and NON-CIP)

Region Name of Entity NCR Issue Tracking # Standard Req. Description of Remediated Issue Description of the Risk Assessment Description and Status of Mitigation Activity
Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900270 EOP-005-1 R4 The entity was found during a compliance audit that it did not coordinate its restoration plans 
with its Reliability Coordinator (RC) and neighboring TOPs and Balancing Authorities (BAs) 
for a 16-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was able to 
demonstrate it had restoration plans in place and could have provided them upon 
request.  Further, the entity had provided sufficient training to its staff to execute 
the restoration plans correctly when such a need arises.

Mitigation included submitting the plans to the FRCC 
secure website where it is available to its RC and 
neighboring TOPs and BAs.  Further, the plans were sent by
registered mail for acknowledgment of shared plans to the 
RC and neighboring TOPs and BAs.  Mitigation was 
completed and verified by FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900272 PER-002-0 R1 The entity during a compliance audit was unable to demonstrate it trained its operating personne
and was staffed with adequately trained operating personnel for a 31-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity’s operating 
personnel were NERC certified operators, they met the annual required 32 hours 
of emergency operations training, and the entity trained all of its personnel in its 
system restoration procedures.  Due to entity limited staff availability and the 
detailed training guidelines set forth by the training program, some personnel 
were not able to complete a few of the required topics.  Two out of nine system 
operators did not complete a few of the required topics.  All the system operators 
maintained their certification and completed the required training for 
maintaining certified system operator credentials. 

The entity completed all the milestones to address lack of 
system operator training and compliance documentation 
maintenance.  The entity training included training on 
principles of BPS operation, emergency plans, and NERC 
standards and practices.  Further, the entity hired system 
operations training personnel and added training resources 
for system operator training.  Mitigation was completed and 
verified by FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900273 PER-002-0 R3; 
R3.4

The entity during a compliance audit was unable to demonstrate that its training staff was 
identified for a 19-month period.  Also, the evidence was insufficient to demonstrate that its 
entire training staff identified in the training program document was competent in both 
knowledge of system operations and instructional capabilities for a one-year period (R3.4).

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity was able to 
demonstrate that it was training its operating personnel using subject matter 
experts and training by committee throughout the duration of the remediated 
issue.  Evidence was sufficient to demonstrate that one individual out of four 
was competent in both knowledge of system operations and instructional 
capabilities.  The other three individuals were competent in knowledge of system
operations but lacked credentials to demonstrate their instructional capability.

The entity completed all the milestones to address lack of 
system operator training and compliance documentation 
maintenance.  The entity training included training on 
principles of BPS operation, emergency plans, and NERC 
standards and practices.  Further, the entity hired system 
operations training personnel and added training resources 
for system operator training.  Mitigation was completed and 
verified by FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC200900274 PER-002-0 R4 The entity during a compliance audit was unable to demonstrate that it provided its operating 
personnel the other training, as identified in the requirement, required to maintain qualified 
operating personnel for two years.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the entity’s operating 
personnel were NERC certified operators, they met the annual required 32 hours 
of emergency operations training, and the entity trained all of its personnel in its 
system restoration procedures.  Due to entity limited staff availability and the 
detailed training guidelines set forth by the training program, some personnel 
were not able to complete a few of the other required topics.  2 out of 9 system 
operators did not complete a few of the required topics.  All the system operators 
maintained their certification and completed the required training for 
maintaining certified system operator credentials. 

The entity completed all the milestones to address lack of 
system operator training and compliance documentation 
maintenance.  The entity training included training on 
principles of BPS operation, emergency plans, and NERC 
standards and practices.  Further, the entity hired system 
operations training personnel and added training resources 
for system operator training.  Mitigation was completed and 
verified by FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC201100414 INT-006-3 R1 The entity self-reported that it did not respond to 12 On-time Requests for Interchange (RFIs) 
within the required time period for a two-month period.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because: the delay of approval of 
the tags, by typically just a few minutes, resulted in economic only impact to 
only 12 RFI transactions no greater than 100 MW.

The entity developed a formal system operation practice for 
identifying the responsibilities and actions required 
associated with RFIs.  Further, the entity included training 
modules and steps for increasing operator awareness and 
imparting face to face review of the updated procedures.  
Mitigation was completed by the entity and verified by 
FRCC. 

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC201000305 CIP-004-1 R3 The entity self-reported that one of its employees who was granted access to Critical Cyber 
Assets (CCAs) did not undergo a personnel risk assessment (PRA) within 30 days of being 
granted such access as required by CIP-004 R3.  The required PRA was completed 43 days after 
the required date.

This issue posed a minimal risk and did not pose serious or substantial risk to the
reliability of the BPS because the employee whose PRA was delayed was a 
longtime employee who already had access to the CCAs.  The employee 
underwent a PRA within 73 days instead of 30, with satisfactory results.  Since 
the employee already had access, delay in undergoing a PRA did not increase 
any potential risk to the BPS reliability.  CIP-004-1 R3 allowed 30 days for 
conducting a PRA.  The additional 43 days would not have added significant risk
for an employee of long term standing who has been with the organization for 8 
years.

Mitigation milestones included completion of pending PRA 
for one person, training for all concerned personnel who are 
involved in granting access to the Physical Security 
Perimeter (PSP) and revision of procedures for granting 
unescorted physical access to the PSP.  Further, the entity 
modified technical controls in the physical access control 
systems to ensure that PRA and training dates are entered 
for verification prior to granting authorized physical access 
to the PSP.  Mitigation was completed by the entity and 
verified by FRCC.
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Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC201000361 CIP-004-1 R2.1 The entity self-reported that one of its employees was not trained prior to being granted physical 
and logical access to the entity's Critical Cyber Assets (CCAs).

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because the training was delayed 
by five days only and the concerned person was in the control room environment 
and was being trained under constant supervision of his/her peers.  During the 
initial training the identified person did not operate the CCA (BPS control) 
independently without supervision.  All his/her activities were supervised and 
under the guidance of experienced peers who were training under the CIP 
program.

Mitigation milestones included completion of pending 
training for one person and revision of procedures for 
granting authorized access to the CCA and to include exact 
code of the required training modules to limit any confusion 
with completion of other NERC and FERC related training 
which was recognized as the original root cause of the 
remediated issue.  Mitigation was completed by the entity 
and verified by FRCC.

Florida 
Reliability 
Coordinating 
Council, Inc. 
(FRCC)

Unidentified 
Registered Entity 
10 
(FRCC_URE10)

NCRXXXXX FRCC201100426 CIP-004-3 R4.1 The entity self-reported that it did not update the list of all authorized users with electronic or 
unescorted physical access within seven days from date of change as required by CIP-004 R4.1. 
One duplicate entry for a person who had retired was erroneously left on the list because the 
concerned person was listed twice on the list with one entry stating that access had been 
disabled.  The record with correct access status was removed during the seven day update 
window, but the other entry was not removed due to oversight.  The error was recognized during 
a quarterly review 50 days after the required date and the list was corrected immediately.

This issue posed a minimal risk and did not pose a serious or substantial risk to 
the reliability of the bulk power system (BPS) because all access cards were 
physically destroyed and access was revoked timely but only the list was not 
updated.  The identified person could not have gained access without completing 
the complete process for gaining authorized access with an access card, which 
would involve a control check by a supervisor and the Critical Cyber Asset 
access control department. 

Mitigation included steps to review all user profile on the 
list and remove any duplicate entries.  Further, the entity 
modified the procedure to ensure that any new access or lost
card badge requests are treated as new user access request 
and all controls and verification are applied.  Mitigation also
included further training of the staff involved with the 
verification and access provisioning process.  The identified 
person's duplicate entry was removed from the list.  
Mitigation was completed by the entity and verified by 
FRCC.  

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
1 (MRO_URE1)

NCRXXXXX MRO201000242 CIP-007-2 R5.1.1; 
R5.1.2

The entity self-reported noncompliance with CIP-007-2 R5 because it failed to ensure that user 
accounts were implemented as required by R5.1.1, and did not maintain logs for 90 days as 
required by R5.1.2.  During a quarterly personnel access review, the entity discovered that 
access for one individual (<1%) was granted without documented authorization in accordance 
with CIP-007 R5.1.  One of the entity's administrators discovered that during that quarter, 
operator system level user activity logs had not been capturing failed authentication attempts.  
Since successful authentications were still being captured, more than 90 calendar days of logs 
were available for review.  The issue was resolved on the same day it was discovered and failed 
authentication attempts were captured again.  The total number of days for which failed 
authentication was not logged was 40 calendar days. 

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
entity had the following protective measures in place: (1) system access 
configuration logs were verified for the duration of the lapse and no suspicious 
account setups were present; (2) the number of accounts with logon rights to the 
servers is limited; (3) group policy object limits the number of failed logons 
before the account is locked; (4) firewall rules and ports are locked to only allow 
necessary communication; (5) the anti-virus monitors and corrects malicious 
events on the servers; (6) the intrusion detection system monitors and corrects 
malicious events on the network; (7) a system manager monitors server 
connectivity to network and detects and reports any changes to the hardware on 
the server; and (8) the entity's physical security limits physical access to the 
servers.

The entity performed the following actions to mitigate the 
remediated issue: (1) added servers back to program which 
limits number of failed logons before account is locked out; 
(2) fixed the script; and (3) tested to ensure logs were sent, 
received, and that monitoring and alerting functionality 
were operational.  Mitigation has been completed and 
verified by MRO.

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
2 (MRO_URE2)

NCRXXXXX MRO201000244 CIP-007-1 R5.1.1 The entity self-reported noncompliance with CIP-007-1 R5.1.1 because it failed to ensure that 
user accounts were implemented as approved by designated personnel.  A cyber access account 
was created and access was allowed to critical facilities for 59 days without documented 
approval and authorization as required in CIP-007-1 R5.1.1.  The entity reported that this issue 
occurred because an individual failed to follow the corporate procedure for CIP access when 
transferring from one job function to another within the entity.

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
access was appropriate for the affected individual and the access remained 
configured in the servers.  Additionally, the steward gave verbal approval, and 
the individual had personnel risk assessment (PRA) and cyber security training 
as required by CIP-004-1 R2 and R3. 

The entity performed the following actions to mitigate the 
remediated issue: (1) verified that NERC CIP training and 
PRA prerequisites were met; and (2) ensured that subject 
matter experts understood the requirements for formal, 
documented approval of NERC CIP cyber access.  
Mitigation has been completed and verified by MRO.

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
3 (MRO_URE3)

NCRXXXXX MRO201000235 PRC-004-1 R3 During a regularly scheduled compliance audit, MRO determined that the entity and its member 
entity failed to provide MRO documentation of its Misoperations analyses and Corrective Action
Plan for the Protection System Misoperation of a relay which experienced a Misoperation on 
August 29, 2009. 

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because 
although the member entity failed to submit its Misoperations analysis and 
Corrective Action Plan, the member entity did perform the analysis and 
implemented a Corrective Action Plan.

On behalf of its member entity, the entity submitted the 
Misoperation analyses and Corrective Action Plan report for
the relay Misoperation to MRO.  This submittal included a 
revised quarterly MRO Misoperation report.  Mitigation has 
been completed and verified by MRO.

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
4 (MRO_URE4)

NCRXXXXX MRO201100296 CIP-004-1 R4 The entity self-reported noncompliance with CIP-004-1 R4 because it failed to review a Critical 
Cyber Asset (CCA) access list during the first quarter in which the entity was required to 
comply under the CIP Implementation Table.  The CCA access list was reviewed starting in the 
next quarter.

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because only 
one CCA access list was not reviewed for one quarter.  Additionally, upon 
review, the entity did not identify any individuals that had access during that 
time that should have been removed from the list. 

This remediated issue was mitigated when the entity 
reviewed the CCA access list for the second quarter of 
2010.   

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
4 (MRO_URE4)

NCRXXXXX MRO201100299 CIP-005-1 R3 The entity self-reported noncompliance with CIP-005-1 R3 because it did not have a monitoring 
process documented or implemented for one category of Critical Cyber Asset (CCA) access 
devices.  Logs were generated as of the date the entity was required to comply with the Standard 
under the CIP Implementation Table; however, they were not being monitored until three month
later.  The security review and logging procedures for these devices were formally documented 
and published six months after the compliance date. 

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
individuals with access to the devices were properly authorized, trained and had 
current personnel risk assessments.  The deficiency was in the maintenance of 
the activity log for the category of devices for slightly longer than 90 days; 
however, authentication methods existed during the time of the issue.

The security review and logging procedures for the CCA 
devices were formally documented and published. 
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Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
4 (MRO_URE4)

NCRXXXXX MRO201100305 CIP-007-1 R5 The entity self-reported noncompliance with CIP-007-1 R5 because it failed to have an audit 
trail of the shared account use.  Specifically, the audit trails of the account use of shared 
accounts on the transmission management system (TMS), and two accounts in the substation 
network were not maintained as of the date of mandatory compliance, for one month for the 
TMS accounts and for three months for the substation accounts.

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
individuals with access to the shared accounts were properly authorized, trained 
and had current personnel risk assessments.  The deficiency was in the 
maintenance of the activity log and no incidents occurred during the period of 
deficiency.

The entity now maintains audit trails for shared account use 
for all required accounts. 

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
4 (MRO_URE4)

NCRXXXXX MRO201100306 CIP-007-1 R6 The entity self-reported noncompliance with CIP-007-1 R6.5 because it failed to document 
reviewing logs for all system events for Cyber Assets within the Electronic Security Perimeter 
(ESP).  Specifically, the entity failed to review the security logs from the transmission 
management system (TMS) for a two month period.  The security logs for these systems existed 
but they were not reviewed. 

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because at all 
times, including this period of time, the entity was continuing to monitor all 
Cyber Assets with the ESP for security events.  Automated and manual alerts 
were available to be issued on the detection of any such event.  Subsequent 
review of those logs revealed there were no threatening anomalies during the 
period of time in question.

The entity completed review of its security logs and 
implemented procedures to ensure regular security log 
review.  

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
5 (MRO_URE5)

NCRXXXXX MRO201000204 PRC-008-0 R2 During a regularly scheduled compliance audit, MRO randomly selected Under Frequency Load 
Shedding (UFLS) devices and requested maintenance and testing records for the equipment 
associated with those circuits.  Upon request, the entity reported that it was missing evidence of 
maintenance and testing records for several of the devices.  MRO then requested that the entity 
perform a full inventory of its maintenance and testing records for all of its Protection System 
devices subject to PRC-008-0 R2.  In response, the entity reported that it has 169 devices subject
to PRC-008-0 R2, including 33 UFLS relays, 79 voltage and current sensing devices, 24 station 
batteries and 33 DC control circuits.  Of the 169 devices, the entity failed to provide evidence 
for 5 UFLS station batteries, or approximately 3% of the devices. 

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
entity's total loads that would be affected by the 5 UFLS station batteries devices 
are 17% of the total UFLS load shed for which the entity is responsible.  
Additionally, the entity continuously monitors DC power supply to the UFLS 
devices on SCADA, and upon retesting the equipment, the entity did not identify 
any issues with UFLS devices.  Tests indicated no damage or out of tolerance 
settings for any of its UFLS devices. 

The entity performed the following to mitigate the 
remediated issue: (1) a comprehensive review of the UFLS 
equipment for all substations subject to PRC-008; (2) all 
maintenance and testing of equipment lacking maintenance 
and testing records; (3) sent a letter to the personnel 
responsible for the maintenance and testing of the entity’s 
Protection Systems along with its current transmission and 
generation Protection System maintenance and testing 
program (Program) and required individual 
acknowledgments by those personnel stating that they have 
read the Program and will perform their related tasks 
required by the Program in a timely manner; and (4) sent a 
written assignment to the electric transmission department at
the entity's general office instructing them to keep track of 
the tasks required by the Program, maintain a database for 
the completion dates, and coordinate these tasks with all 
involved personnel.  Mitigation has been completed and 
verified by MRO.

Midwest 
Reliability 
Organization 
(MRO)

Unidentified 
Registered Entity 
5 (MRO_URE5)

NCRXXXXX MRO201100370 CIP-004-3 R4; 
R4.2

The entity self-reported noncompliance with CIP-004-3 R4.2 because it failed to update its 
Critical Cyber Assets (CCAs) access list for a contractor within 7 days from when the contractor
no longer required access.  The entity's janitorial service company notified the entity building 
and grounds supervisor late in the day that one of its employees assigned to clean within the 
Physical Security Perimeter (PSP) was no longer employed with the janitorial services company 
as of that date.  The building and grounds supervisor notified the entity system operator on duty, 
and left a telephone voice message for the entity electric compliance manager regarding this 
change at 4:46 p.m. CST; however, the electric compliance manager was on vacation, and the 
telephone voice message was not attended.  The building and grounds supervisor also 
immediately revoked building access for the employee at that time.  Additionally, the system 
operator on duty made note of this change in the logbook, kept within the control room, which 
lists the janitorial service employees that are allowed access to the PSP.  At no time did the termi

The remediated issue posed a minimal risk and did not pose a serious or 
substantial risk to the reliability of the bulk power system (BPS) because the 
deficiency related to updating the access list was promptly corrected and the 
actual physical access had been revoked.  Access to the general office building is 
needed before any attempt could be made to request or gain access to the defined 
PSP. 

The entity performed the following actions to mitigate the 
remediated issue: (1) revoked limited unescorted physical 
access and will no longer consider contractor personnel as 
having limited physical access to certain areas within the 
designated PSP.  They are now considered escorted visitors 
whenever they are within the PSP; (2) because contractors 
no longer have limited physical access to certain areas 
within the designated security perimeter, these specific 
people were removed from the entity’s CCAs access list; (3) 
for additional security, the entity installed a keyed lock on a 
side door within the control room restroom that could 
possibly be used to access an area within the PSP that 
contains CCAs.  This door will remain locked, and only be 
unlocked when the door is needed by personnel having 
unescorted physical or logical access to the entity’s CCAs; 
(4) installed an alarm on the door, that when opened, 
generates an Energy Management System (EMS) alarm to 
alert the system operator; and (5) when notified of any 
changes in contractor personnel, the entity building and grou
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Northeast Power 
Coordinating 
Council, Inc. 
(NPCC)

Unidentified 
Registered Entity 
1 (NPCC_URE1)

NCRXXXXX NPCC201100239 CIP-003-1 R1; 
R1.3

During an NPCC CIP compliance audit it was found that the entity was in noncompliance with 
CIP-003-1 R1.  NPCC determined that the entity had a NERC cyber security policy and 
statement of management commitment not signed by the senior manager assigned pursuant to 
CIP-003 R2.  

The remediated issue posed a minimal risk to the reliability of the bulk power 
system because although the policy was not signed by the senior manager 
assigned pursuant to CIP-003 R2, the policy was reviewed by the digital risk and
security group, who performs annual review covering all NERC CIP-related 
information security requirements, and signed by the chief information security 
officer.  The chief information security officer was designated by the senior 
manager as his/her delegate pursuant of CIP-003 R2.3.  

The entity reviewed and received approval of the cyber 
security policy by the senior manager assigned pursuant to 
CIP-003 R2.  The entity completed its mitigation activity as 
verified by NPCC.

Northeast Power 
Coordinating 
Council, Inc. 
(NPCC)

Unidentified 
Registered Entity 
1 (NPCC_URE1)

NCRXXXXX NPCC201100240 CIP-007-2a R9 During a NPCC CIP compliance audit it was found that, the entity was in noncompliance with 
CIP-007-2a R9.  NPCC determined that the entity's parent company's information security 
standard testing document was not corrected to change its 90-day requirement to a 30-day 
requirement as required by the change in CIP-007-2a R9; however, the annual procedure review 
was performed in conformity with the Standard and updated to reflect the changes reflected in 
CIP-007-3.

The remediated issue posed a minimal risk to the reliability of the bulk power 
system because there were no Cyber Security Incidents that required action 
pursuant to the Cyber Security Incident response plan during the 8-month period 
until the plan was updated to reflect the 30-day update period in accordance with 
CIP-007-2.  In addition, the annual procedure review was performed in 
conformity with the Standard and updated to reflect the changes reflected in CIP-
007-3

The entity's parent company's information security standard 
testing document was updated, changing the ninety calendar 
day update requirement to the thirty calendar day update 
requirement.  The entity completed its mitigation activity as 
verified by NPCC.

Northeast Power 
Coordinating 
Council, Inc. 
(NPCC)

Unidentified 
Registered Entity 
1 (NPCC_URE1)

NCRXXXXX NPCC201100241 CIP-008-2 R1; 
R1.4

During a NPCC CIP compliance audit it was found that the entity was  in noncompliance with 
CIP-008-2 R1.  NPCC determined that the entity's parent company's information security 
standard incident management document was approved to require a process for updating the 
Cyber Security Incident response plan within 30 days of any changes as per CIP-008-3 R1.4.  
This was done 70 days after its obligation to meet the 30-day requirement.

The remediated issue posed a minimal risk to the reliability of the bulk power 
system because the information security standard incident management 
document was updated within a short period of time - only 2 months after the 30-
day criteria went into effect, changing the ninety calendar day update 
requirement to the thirty calendar day update requirement.  No interim and future
risks were identified.

The entity's parent company's information security standard 
incident management document was approved with the 
update to require a process for updating the Cyber Security 
Incident response plan within 30 days of any changes as per 
CIP-008 R1.4 prior to the CIP audit.  No further action to 
mitigate this violation was necessary.  The entity completed 
its mitigation activity as verified by NPCC.

Northeast Power 
Coordinating 
Council, Inc. 
(NPCC)

Unidentified 
Registered Entity 
1 (NPCC_URE1)

NCRXXXXX NPCC201100243 CIP-009-1 R4 During a NPCC CIP compliance audit it was found that the entity was in noncompliance with 
CIP-009-1 R4.  NPCC determined that there was no documentation in the entity's disaster 
recovery procedures that addressed a process for backing up and storage of information required 
to successfully restore Critical Cyber Assets (CCAs).

The remediated issue posed a minimal risk to the reliability of the bulk power 
system because evidence was provided that although there was no documentation
in the entity's disaster recovery procedures that addressed a process for backing 
up and storage of information required to successfully restore CCAs, the backup 
and storage of information required to successfully restore CCAs was taking 
place. 

The entity revised its disaster recovery procedures to include
references to its change control and configuration 
procedure.  The entity also revised this change control and 
configuration procedure to address CIP-009 R4 backup and 
restore requirements.  The entity completed its mitigation 
activity as verified by NPCC.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
1 
(RFC_URE1)

NCRXXXXX RFC200900297 CIP-004-1 R2; 
R2.1

During a Spot Check ReliabilityFirst identified an issue concerning CIP-004-1 R2.1.  The entity
failed to address in its training program, in effect from July 1, 2008 to July 5, 2009, the proper 
use of Critical Cyber Assets (CCAs) as required by CIP-004-1 R2.2.1, or the action plans and 
procedures to recover CCAs following a Cyber Security Incident, as required by CIP-004-1 
R2.2.4.

In light of the nature of the issue, offset by the mitigating factors, 
ReliabilityFirst determined that this issue posed a minimal risk to the reliability 
of the bulk power system (BPS).  The risk to the BPS was mitigated by the fact 
that although the prior training program did not directly address the proper use of
CCAs or action plans and procedures to recover CCAs following a Cyber 
Security Incident, it contained references to the entity policies and procedures 
that govern the proper use of CCAs and action plans and procedures to recover 
CCAs following a Cyber Security Incident. 

The entity revised its cyber security training program to 
include training material about the proper use of CCAs and 
to include action plans and procedures to recover or re-
establish CCAs and access thereto following a Cyber 
Security Incident. The entity mitigated the issue as verified 
by ReliabilityFirst .

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
2 
(RFC_URE2)

NCRXXXXX RFC201000436 CIP-003-1 R4 The entity submitted a Self-Report to ReliabilityFirst  indicating an issue with CIP-003-1 R4.  
The entity has a documented information protection program to identify, classify, and protect 
information associated with Critical Cyber Assets (CCAs).  This program requires that the entity
encrypt all information associated with CCAs before digitally transferring that information 
outside of the company.  The entity, contrary to this program, submitted an unencrypted 
Technical Feasibility Exception (TFE) request, which included information associated with a 
CCA, to ReliabilityFirst .  

In light of the nature of the issue, offset by the mitigating factors, ReliabilityFirst
determined that this issue posed a minimal risk to the reliability of the bulk 
power system (BPS).  At the time of the incident, the entity verbally confirmed 
that ReliabilityFirst  received the unencrypted transmission.  ReliabilityFirst  was 
the only external addressee on the email and, to the entity’s knowledge the only 
external recipient of the unencrypted email.  Moreover, the entity has confirmed 
that the entity’s internal email system is protected by controls which effectively 
prevent unauthorized access to the email in question.  The entity also claims that 
only authorized individuals have had access to the email in question.

The entity trained two employees to be responsible for 
externally transmitting all CCA related information via 
encryption.  The entity has implemented a technical control 
to quarantine messages labeled for encryption.  The entity 
will also develop and distribute awareness materials to stress
conformity with procedures to use email encryption prior to 
electronically transmitting information concerning CCAs.  
Pursuant to an extension requested by the entity, and a 
subsequent approval of that request granted by 
ReliabilityFirst , the entity completed mitigation. 
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ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
2 
(RFC_URE2)

NCRXXXXX RFC201000458 CIP-003-1 R1 The entity submitted a Self-Report identifying an issue with CIP-003-1 R1.  Due to security 
software incompatibility, the entity could not access certain Critical Cyber Assets (CCAs) to 
change passwords every 60 days as required by the entity's cyber security policy.  The entity 
drafted its cyber security policy to comply with Reliability Standard CIP-007 R5.  The entity’s 
policy to change passwords every 60 days is more stringent than CIP-007 R5, which requires an 
entity change its password “at least annually or more frequently based on risk."  Under the 
entity's cyber security policy the entity should have changed the user account passwords on its 
identified CCAs but did not do so until approximately six months after the expected date.

ReliabilityFirst  found that the issue posed a minimal risk to the reliability of the 
bulk power system (BPS) as the entity was adhering to the password 
requirements pursuant to CIP-007 R5, but had established a more stringent 60 
day time frame for changing passwords associated with CCAs.  The entity’s 
more stringent 60-day password change requirement was not established to 
address any heightened risk, but rather to ensure consistency with a general 
corporate information assurance practice of changing all IT system passwords 
every 60 days.  Accordingly, the entity’s failure to act in strict accordance with 
the 60 day password policy does not represent a failure to address any known 
potential cyber risk.  Moreover, the security software incompatibility that 
contributed to the entity’s password change delay within its internal 60-day 
timeframe effectively prevented anyone from gaining access to the identified 
CCAs for those six months.  The entity has confirmed that there was no access to
the identified CCAs during this time period.   Furthermore, the entity has also 
confirmed that there were no personnel changes during the time period in questio

The entity installed a separate terminal within the entity’s 
Electronic Security Perimeter.  This terminal gave the entity 
man-to-machine access to the identified CCAs and thus 
allowed it to change all user account passwords on the them.
Pursuant to an extension requested by the entity and a 
subsequent approval of that request granted by 
ReliabilityFirst , the entity completed mitigation. 

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
3 
(RFC_URE3)

NCRXXXXX RFC201000667 EOP-004-1 R3; 
R3.1

The entity submitted a Self-Report to ReliabilityFirst identifying a possible issue with EOP-004-
1 R3.1.  The entity experienced a storm that resulted in loss of power to more than 50,000 
customers for more than one hour.  The entity submitted the preliminary written report 
submitted to the U.S. Department of Energy (Preliminary Report) of the storm to 
ReliabilityFirst  and NERC approximately seven months after the required 24-hour reporting 
period.  

In light of the nature of the issue, offset by the mitigating factors, 
ReliabilityFirst  determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS).  The risk to the reliability of the BPS was 
mitigated by the following factors.  The reportable incident was storm-related, 
and the entity submitted the Preliminary Report to the Department of Energy 
(DOE) within 48 hours for the reportable incident. 

The entity conducted training on its revised emergency 
procedures to promote awareness and reinforce the 
importance of EOP-004-1 to its employees.  In addition, the 
entity revised its emergency notification procedures by 
identifying the responsible staff for submitting the 
Preliminary Report, adding DOE notification instructions, 
and clarifying the appropriate process for submission of the 
Preliminary Report and final DOE Report.  The entity 
notified the relevant personnel of these revisions.  Upon 
identifying the full extent of the issue, the entity developed a
matrix for emergency notification procedures to assist 
personnel in quickly identifying appropriate responsibilities 
and tasks, and further revised and disseminated its 
emergency notification procedures to reflect these revisions. 
The entity completed mitigation activities for the issue.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
3 
(RFC_URE3)

NCRXXXXX RFC201000411 CIP-005-1 R2; 
R2.6

The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted one late 
TFE Request for CIP-005-1 R2.6.

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that the entity's system is structured 
with many firewall and other security controls.  As of the effective date of the 
CIP Standards, there were compensating measures in place, such as using two-
factor authentication and firewall rules that minimize exposure of devices.  Many
of these compensating measures were in place well before the effective date of 
the CIP Standards.  Therefore, although the entity submitted untimely TFE 
Requests, the entity was performing compensating measures to ensure the basic 
security of its system throughout the duration of the issue.  ReliabilityFirst 
accepted and approved the TFE Requests’ compensating measures because they 
“achieve at least a comparable level of security for the Bulk Electric System as 
would Strict Compliance with the [CIP Standards].”  Moreover, after the submiss

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.
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ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
3 
(RFC_URE3)

NCRXXXXX RFC201000412 CIP-007-1 R3 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted three late 
TFE Requests for CIP-007-1 R3. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as performing 
vulnerability scans on the network and monitoring network traffic. Many of the 
compensating measures were in place well before the effective date of the CIP 
Standards.  The systems also reside within a Physical Security Perimeter and an 
Electronic Security Perimeter.  Therefore, although the entity submitted untimely
TFE Requests, the entity was performing compensating measures to ensure the 
basic security of its system throughout the duration of the issue.  ReliabilityFirst 
accepted and approved the TFE Requests’ compensating measures because they 
“achieve at least a comparable level of security for the Bulk Electric System as w

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
3 
(RFC_URE3)

NCRXXXXX RFC201000413 CIP-007-1 R4 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted three late 
TFE Requests for CIP-007-1 R4. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as preventing the 
system from connecting to the internet through firewall restrictions and 
preventing users from directly installing software on the system.  Many of these 
compensating measures were in place well before the effective date of the CIP 
Standards.  Therefore, although the entity submitted untimely TFE Requests, the 
entity was performing compensating measures to ensure the basic security of the 
entity’s system throughout the duration of the issue.  ReliabilityFirst accepted 
and approved the TFE Requests’ compensating measures because they “achieve 
at least a comparable level of security for the Bulk Electric System as would Stric

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
3 
(RFC_URE3)

NCRXXXXX RFC201000414 CIP-007-1 R5 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted nine late 
TFE Requests for CIP-007-1 R5. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as requiring 
frequent password changes through policies and procedural requirements for 
password length and complexity.  The entity also monitors and tracks system log 
files for unusual user activity, performs background checks on all users, and 
users connect through a network protocol for secure remote login and other 
secure network services over an insecure network, which encrypts passwords.  
Many of the compensating measures were in place well before the effective date 
of the CIP Standards.  Therefore, although the entity submitted untimely TFE 
Requests, the entity was performing compensating measures to ensure the basic 
security of the entity’s system throughout the duration of the issue.  ReliabilityFir

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.
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ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
4 (RFC_URE4)

NCRXXXXX RFC201000415 CIP-005-1 R2; 
R2.6

The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted one late 
TFE Request for CIP-005-1 R2.6. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as using two-factor 
authentication and firewall rules that minimize exposure of devices.  Many of 
these compensating measures were in place well before the effective date of the 
CIP Standards.  Therefore, although the entity submitted untimely TFE 
Requests, the entity was performing compensating measures to ensure the basic 
security of the entity’s system throughout the duration of the issue.  
ReliabilityFirst accepted and approved the TFE Requests’ compensating 
measures because they “achieve at least a comparable level of security for the 
Bulk Electric System as would Strict Compliance with the [CIP Standards].”  
Moreover, the entity also identified and implemented additional measures after th

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
4 (RFC_URE4)

NCRXXXXX RFC201000417 CIP-007-1 R3 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted two late 
TFE Request for CIP-007-1 R3. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as performing 
vulnerability scans on the network and monitoring network traffic.  The systems 
also reside within a Physical Security Perimeter and an Electronic Security 
Perimeter.  Many of these compensating measures were in place well before the 
effective date of the CIP Standards.  Therefore, although the entity submitted 
untimely TFE Requests, the entity was performing compensating measures to 
ensure the basic security of the entity’s system throughout the duration of the 
issue.  ReliabilityFirst accepted and approved the TFE Requests’ compensating 
measures because they “achieve at least a comparable level of security for the 
Bulk Electric System as would Strict Compliance with the [CIP Standards].” 

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
4 (RFC_URE4)

NCRXXXXX RFC201100418 CIP-007-1 R4 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted three late 
TFE Requests for CIP-007-1 R4. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place,  such as preventing the 
system from connecting to the internet through firewall restrictions and 
preventing users from directly installing software on the system.  Therefore, 
although the entity submitted untimely TFE Requests, the entity was performing 
compensating measures to ensure the basic security of the entity’s system 
throughout the duration of the issue.  ReliabilityFirst accepted and approved the 
TFE Requests’ compensating measures because they “achieve at least a 
comparable level of security for the Bulk Electric System as would Strict 
Compliance with the [CIP Standards].” 

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

October 31, 2011 Page 9



Attachment A-1
October 31, 2011 Public - Find Fix and Track Informational Filing of Remediated Issues Spreadsheet

PRIVILEGED/CONFIDENTIAL INFORMATION HAS BEEN REMOVED FROM THIS PUBLIC VERSION (CIP and NON-CIP)

Region Name of Entity NCR Issue Tracking # Standard Req. Description of Remediated Issue Description of the Risk Assessment Description and Status of Mitigation Activity
ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
4 (RFC_URE4)

NCRXXXXX RFC201000419 CIP-007-1 R5 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted 11 late 
TFE Requests for CIP-007-1 R5. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place,  such as requiring 
frequent password changes through policies and procedural requirements for 
password length and complexity.  The entity also  monitors and tracks system log
files for unusual user activity, performs background checks on all users, and 
users connect through a network protocol for secure remote login and other 
secure network services over an insecure network, which encrypts passwords.  
Many of these compensating measures were in place well before the effective 
date of the CIP Standards.  Therefore, although the entity submitted untimely 
TFE Requests, the entity was performing compensating measures to ensure the 
basic security of the entity’s system throughout the duration of the issue.  Reliabi

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
5 
(RFC_URE5)

NCRXXXXX RFC201000420 CIP-005-1 R2; 
R2.6

The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically the entity submitted one late 
TFE Request for CIP-005-1 R2.6.

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that the entity's system is structured 
with many firewall and other security controls.  As of the effective date of the 
CIP Standards, there were compensating measures in place, such as using two-
factor authentication and firewall rules that minimize exposure of devices.  Many
of the  compensating measures were in place well before the effective date of the 
CIP Standards.  Therefore, although the entity submitted untimely TFE 
Requests, the entity was performing compensating measures to ensure the basic 
security of its system throughout the duration of the issue.  ReliabilityFirst 
accepted and approved the TFE Requests’ compensating measures because they 
“achieve at least a comparable level of security for the Bulk Electric System as 
would Strict Compliance with the [CIP Standards].”  Moreover, after the submiss

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
5 
(RFC_URE5)

NCRXXXXX RFC201000421 CIP-007-1 R3 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted one late 
TFE Request for CIP-007-1 R3. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place  such as performing 
vulnerability scans on the network and monitoring network traffic. Many of 
these compensating measures were in place well before the effective date of the 
CIP Standards.  The systems also reside within a Physical Security Perimeter and
an Electronic Security Perimeter.  Therefore, although the entity submitted 
untimely TFE Requests, the entity was performing compensating measures to 
ensure the basic security of its system throughout the duration of the issue.  
ReliabilityFirst accepted and approved the TFE Requests’ compensating 
measures because they “achieve at least a comparable level of security for the 
Bulk Electric System as would Strict Compliance with the [CIP Standards].”  

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.
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ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
5 
(RFC_URE5)

NCRXXXXX RFC201000422 CIP-007-1 R4 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted four late 
TFE Requests for CIP-007-1 R4. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as preventing the 
system from connecting to the internet through firewall restrictions and 
preventing users from directly installing software on the system.  Therefore, 
although the entity submitted untimely TFE Requests, the entity was performing 
compensating measures to ensure the basic security of the entity’s system 
throughout the duration of the issue.  ReliabilityFirst accepted and approved the 
TFE Requests’ compensating measures because they “achieve at least a 
comparable level of security for the Bulk Electric System as would Strict 
Compliance with the [CIP Standards].”

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

ReliabilityFirst 
Corporation 
(ReliabilityFirst )

Unidentified 
Registered Entity 
5 
(RFC_URE5)

NCRXXXXX RFC201000423 CIP-007-1 R5 The entity self-reported an issue with the CIP Standards arising from the entity's failure to 
timely submit Technical Feasibility Exception (TFE) Requests in accordance with NERC 
procedures.  The Self-Reports referenced all identified TFEs that should have been filed as of 
that point.  The entity subsequently conducted an extent-of-condition investigation and 
identified four additional needed TFEs.  The TFE Requests for the entity were submitted 
between approximately five and fifteen months late.  Specifically, the entity submitted 18 late 
TFE Requests for CIP-007-1 R5. 

ReliabilityFirst determined that the issue posed a minimal risk to the reliability 
of the bulk power system (BPS) because the issue resulted from failures by the 
entity to comply with the administrative process for the submission of formal 
TFE Requests.  ReliabilityFirst determined that entity's system is structured with
many firewall and other security controls.  As of the effective date of the CIP 
Standards, there were compensating measures in place, such as requiring 
frequent password changes through policies and procedural requirements for 
password length and complexity.  The entity also monitors and tracks system log 
files for unusual user activity, performs background checks on all users, and 
users connect through a network protocol for secure remote login and other 
secure network services over an insecure network, which encrypts passwords.  
Therefore, although the entity submitted untimely TFE Requests, the entity was 
performing compensating measures to ensure the basic security of the entity’s 
system throughout the duration of the issue.  ReliabilityFirst accepted and approv

The entity mitigated the issue by submitting all acceptable 
TFE Requests and has continuously performed all of the 
compensating measures as discussed in the TFE Requests.

SERC Reliability 
Corporation 
(SERC)

Unidentified 
Registered Entity 
1 
(SERC_URE1)

NCRXXXXX SERC2011007287 CIP-003-2 R2 During an Off-Site Audit conducted by SERC, SERC_URE1 failed to provide evidence that a 
single senior manager had been assigned with overall responsibility and authority for CIP-002 
through CIP-009, as required.  SERC_URE1 designated overall responsibility and authority to a 
senior manager on April 4, 2011, and identified the senior manager by name, title, and date of 
designation.  

SERC determined that the issue posed a minimal risk and did not pose a serious 
or substantial risk to the reliability of the bulk power system because:  
1. SERC_URE1 has no Critical Assets.  
2. SERC_URE1 does not own or operate any facilities that would meet any of 
the Critical Asset Criteria set forth in the proposed CIP-002-4.  

SERC_URE1 completed the following action: Assigned a 
senior manager with the overall responsibility and authority 
for leading and managing the implementation of and 
adherence to CIP-002 through CIP-009 on April 4, 2011.  
SERC staff verified completion of the mitigation activity.

SERC Reliability 
Corporation 
(SERC)

Unidentified 
Registered Entity 
2 (SERC_URE2)

NCRXXXXX SERC201000530 IRO-004-1 R4 SERC_URE2 submitted a Self-Report to SERC stating that it had failed to provide any of the 
information required by IRO-004-1 R4 to its Reliability Coordinator (RC) for approximately 
seven months. 

SERC determined that the issue posed a minimal risk and did not pose a serious 
or substantial risk to the reliability of the bulk power system because:
1. The generator at issue is not an available resource to the RC since it is 
dedicated to SERC_URE2's native load.
2.  SERC_URE2 is primarily a cogeneration operation with no critical facilities.
3. SERC_URE2’s gross and net load rolling forecasts are provided to the LSE’s 
emergency management organization 24 hours a day, seven days a week.
4. SERC_URE2 has no operating reserves.
5. SERC_URE2 has no interchange transaction.

SERC_URE2 completed the following action:  A 
communications protocol was developed to directly provide 
the required information to the RC. SERC staff verified 
completion of the mitigation activity.
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Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity  
1 (SPP_URE1)

NCRXXXXX SPP201000232 CIP-004-1 R3; 
R3.1; 
R3.3

SPP_URE1 submitted a Self-Report to the SPP RE stating that it had an issue with this 
Reliability Standard. Upon further investigation of the facts and circumstances, including a 
subsequent Spot Check, SPP RE determined that SPP_URE1 was noncompliant with CIP-004-1 
R3.1 and R3.3. 
CIP-004-1 R3.1
During an internal compliance assessment, SPP_URE1 discovered that although it documented 
and implemented its Personnel Risk Assessment (PRA) program by the date the Standard 
became effective (July 1, 2008), PRAs for current employees that were conducted prior to the 
effective date of the Standard were based on a five-year criminal background rather than a seven
year time interval and as a result SPP_URE1 failed to conduct the PRAs within the seven-year 
timeframe after the Standard became effective. All new PRAs conducted after the effective date 
of the Standard were based on a seven-year time period. 
CIP-004-1 R3.3
SPP_URE1 also discovered, during its internal assessment, that it was unable to locate PRAs for
six individuals with unescorted physical access to CCAs. These individuals gained authorized 
access on July 1, 2008.  On January 13, 2010, background checks with a seven-year time interva

SPP RE has determined that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System (BPS). 
Although the background checks did not strictly adhere to the Standard, they 
were conducted, and the five-year interval covered a significant portion of the 
required seven-year time period. Additionally, regarding the six individuals in 
which no PRAs could be located, all were long-term trusted employees with no 
disciplinary actions who had received the required cyber security training. With 
respect to the contractor who was inadvertently granted access to a newly 
identified restricted area without a PRA, the oversight was discovered and 
corrected less than two months (58 days) after access was granted, and the 
contractor never attempted to use his credentials to enter the PSP. Even if the 
contractor had used his credentials to open the stairwell door, his credentials 
would not have allowed him to open the secured door to the control center. 
Additionally, after PRAs had been conducted on the six individuals having 
authorized cyber or authorized unescorted physical access to CCAs, no PRA cam

SPP_URE1 revised its PRA procedures to clarify the roles 
for personnel responsible for implementing its PRA 
program.  Additionally, on January 13, 2010, SPP_URE1 
requested new PRAs with seven-year background checks 
for the six individuals whom PRAs could not be located, 
which were completed on January 27, 2010. SPP_URE1 
also conducted new PRAs for all remaining personnel 
having authorized cyber or authorized unescorted physical 
access to CCAs. All PRAs were completed on March 30, 
2010. Regarding the contractor with inadvertent unescorted 
physical access to an access point to SPP_URE1’s PSP, 
SPP_URE1 revoked such access on August 27, 2008. 
SPP_URE1 revised its PSP to require all changes that may 
impact physical security measure to first be sent in writing 
to a security manager prior to changes being made. This 
allows preplanning and discovery of any potential logging 
or monitoring changes that will need to be addressed after 
approval of such changes.  

SPP_URE1 certified that mitigation was complete, and SPP 
RE verified completion.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity  
1 (SPP_URE1)

NCRXXXXX SPP201000293 CIP-006-1 R1.8 SPP_URE1 self-reported an issue with this Standard.  Specifically, during an internal 
compliance assessment, SPP_URE1 discovered that it was unable to locate personnel risk 
assessments (PRAs) for five SPP_URE1 IT technicians and one SPP_URE1 security contractor 
who had access to one of its servers, which is a Cyber Asset (CA) used to control and monitor 
access of SPP_URE1's physical security perimeters (PSPs). These individuals gained authorized 
access on July 1, 2008.  Background checks were requested for all individuals and completed 
PRAs were received on April 14, 2010.    

SPP RE has determined that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System.  The five 
IT technicians were long-term trusted employees with no disciplinary actions 
who had received the required cyber security training. Additionally, the 
contractor was a trusted vendor, who had been vetted for his employment. 
Additionally, after PRAs had been conducted on these six individuals, no PRA 
came back as having failed. 

PRAs were completed as of April 14, 2010. To prevent 
reoccurrence of this issue, SPP_URE1 revised its Cyber 
Security Policy to restrict physical access to the server to 
only those with a business need.  The policy now requires 
physical access to the server be requested and approved 
through SPP_URE1's facilities access request process, 
which incorporates the management authorization of the 
access, training prerequisites, or PRAs needed in order to be 
granted access.  SPP_URE1 implemented additional 
security measures to its server room to further secure the 
server. For instance, SPP_URE1 installed a server rack with 
secured doors that can only be opened by a newly installed 
card reader that is attached to the rack. Moreover, 
unauthorized attempts to the server will now sound an alarm
to SPP_URE1 personnel who remain located inside the 
facility where the server room is located 24 hours a day, 7 
days a week.  Access to the server remains monitored by 
security personnel 24 hours a day, 7 days a week with a 
camera that is installed in the server room.  

SPP_URE1 certified that mitigation was complete, and SPP 
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Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity  
1 (SPP_URE1)

NCRXXXXX SPP201000325 CIP-002-1 R3 During a spot check, SPP RE determined that SPP_URE1 was noncompliant with CIP-002-1 
R3 for incorrectly identifying ten network switches located within SPP_URE1’s Electronic 
Security Perimeter (ESP).  Specifically, the switches were identified as Protected Cyber Assets 
(PCAs) but they should have been identified as CCAs because they are the communication 
interface between the operator consoles and the some of SPP_URE1's systems and essential to 
the reliable operation of SPP_URE1’s control center.

SPP RE has determined that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System (BPS). In 
SPP_URE1’s cyber environment, PCAs and CCAs are afforded the same cyber 
security protection measures. Therefore, although the network switches were 
incorrectly identified, in practice, the switches were treated as CCAs. 
Consequently, the misclassification of the network switches had no actual impact
to the reliability of the BPS, and there was no increased risk to the reliability of 
the BPS.  

SPP_URE1 applied its Control Center CCA process to the 
network switches, changed the identification of the switches 
from PCAs to CCAs, and updated its CCA identification list
to reflect the change.

SPP_URE1 certified that mitigation was complete, and SPP 
RE verified completion.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity  
1 (SPP_URE1)

NCRXXXXX SPP201000326 CIP-003-1 R1; 
R1.1;  
R1.2

During a spot check, SPP RE determined that SPP_URE1 was noncompliant with CIP-003-1 
R1.1 and R1.2. Regarding R1.1, SPP_URE1’s 2008 version of its Cyber Security Policy did not 
include any provisions for emergency situations. This issue was remediated in a subsequent 
version of the policy, which became effective on June 30, 2009. Regarding R1.2, SPP_URE1 
was unable to demonstrate that it provided the Cyber Security Policy to its vendor personnel 
who had access to, or was responsible for, CCAs prior to April 13, 2010.

SPP RE has determined that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System. Regarding 
R1.1, although SPP_URE1 failed to include provisions for emergency situations 
in its 2008 version of its Cyber Security Policy, it did have a robust Cyber 
Security Policy demonstrating management’s commitment to implementing a 
program for compliance with the CIP Standards. Additionally, its 2009 version 
of the Cyber Security Policy provided provisions for emergency situations.  
Regarding R1.2, the Cyber Security Policy was uploaded on SPP_URE1’s 
intranet and made available to  SPP_URE1's systems vendor upon request. While
the systems vendor support personnel did not receive a copy of SPP_URE1's 
Cyber Security Policy, they received comprehensive training on CIP Standards 
and work in a position that requires technical knowledge inclusive of cyber 
security best practices. As such, they fully understood the implications of their 
access to SPP_URE1's CCAs.

Regarding R1.1, SPP_URE1 revised its Cyber Security 
Policy to include provisions for emergency situations. 
Regarding R1.2, SPP_URE1 provided its Cyber Security 
Policy to its systems vendor.  Additionally, SPP_URE1 
developed and implemented a new process for making its 
Cyber Security Policy readily available to its system vendor.
The process requires SPP_URE1 to provide its Cyber 
Security Policy to its  vendor on an annual basis, when a 
change of the policy occurs, or upon request by the vendor.  

SPP_URE1 certified that mitigation was complete, and SPP 
RE verified completion.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity  
1 (SPP_URE1)

NCRXXXXX SPP201000329 CIP-004-1 R4.1 During a spot check, SPP RE determined that SPP_URE1 was noncompliant with CIP-004-1 
R4.1. Specifically, although SPP_URE1 was reviewing its systems vendor access list annually, i
was not reviewing the list quarterly as required by the Standard. 

SPP RE has determined that  this issue did not pose a serious or substantial risk 
to the reliability of the Bulk Power System. Although the systems vendor list was
not being reviewed quarterly, it was  being reviewed annually.  Additionally, 
there is no evidence of any known unauthorized access attempts from any vendor
identified on any of SPP_URE1’s vendor access lists.  

SPP_URE1 updated its process for reviewing its systems 
vendor access list to include quarterly assessments. As of 
October 14, 2010, SPP_URE1 reviews all unescorted access
rights to Critical Cyber Assets on a quarterly basis.

SPP_URE1 certified that mitigation was complete, and SPP 
RE verified completion.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity  
1 (SPP_URE1)

NCRXXXXX SPP201000333 CIP-009-1 R2 During a spot check, SPP RE determined that SPP_URE1 was noncompliant with CIP-009-1 
R2. Specifically, SPP_URE1 was required to conduct an exercise of its Critical Cyber Asset 
Recovery Plan by July 1, 2008, but the exercise was not conducted until April 15, 2009. 

SPP RE has determined that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System. Although 
SPP_URE1 had not exercised its CCA Recovery Plan on the date required, 
SPP_URE1 did have a recovery plan in place. Further, SPP_URE1's support 
staff had received comprehensive training on CIP Standards and is very 
experienced in the support of Critical Cyber Assets and can be reasonably 
expected to perform the appropriate recovery steps for a wide variety of 
incidents. Moreover, there have been no events to date requiring activation of the
recovery plan.

SPP_URE1's CCA Recovery Plan requires an annual 
exercise of the plan, which was conducted on April 15, 
2009 and prior to the Spot Check. 

SPP_URE1 certified that mitigation was complete, and SPP 
RE verified completion.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity 
2 (SPP_URE2)

NCRXXXXX SPP201000335 EOP-005-1 R6 SPP_URE2 self-reported an issue with Reliability Standard EOP-005-1 R6. SPP_URE2 
discovered that one of seven system operators did not have a record of training to the 
SPP_URE2 System Restoration plan in 2009. SPP_URE2 requires yearly training and the last 
recorded training for this individual was April 14, 2008. However, as of July 8, 2010, the system
operator had been trained.

SPP RE has determined  that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the Bulk Power System.  The system operator that 
did not have a record of training to the SPP_URE2 System Restoration plan in 
2009 was a twelve (12) year veteran dispatcher with SPP_URE2  During the 
time in which the system operator had not been recorded as having received 
training, no events upon which the training relied occurred.  The oversight was 
promptly noted and the employee received the training.  Additionally, all other 
system operators did have a record of training during this time. Accordingly, 
SPP RE concluded that the issue had a minimal impact to the reliability of the 
Bulk Power System.

SPP_URE2 trained the operator in the SPP_URE2 System 
Restoration plan. Additionally, SPP_URE2 now requires 
that system operators participate in the SPP restoration drills
as part of their job function. These duties are reviewed 
annually. 

SPP_URE2 certified that mitigation was complete, and SPP 
RE verified completion
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Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity 
3 (SPP_URE3)

NCRXXXXX SPP201000392 CIP-003-1 R6 SPP_URE3 reported in its Self Certification that it was not in full compliance with CIP-003-2 
R6 because it did not have a formal change control policy for all Critical Cyber Asset (CCA) 
hardware, software, and security configurations.  Specifically, SPP_URE3 had not established 
and documented a process for change control and configuration management for adding, 
modifying, replacing, or removing all CCA hardware or software and it had not implemented 
supporting configuration management activities.

The SPP RE has determined that this issue posed a minimal risk and did not pose
a serious or substantial risk to the reliability of the Bulk Power System. Although
SPP_URE3 had not established or documented a process for change control and 
configuration management for adding, modifying, replacing, or removing all 
CCA hardware or software, SPP_URE3 did have a Change Control program that 
it used for changes to its systems hardware and application/database components 
that were controlled by its vendor.  Any changes, additions or upgrades to 
SPP_URE3 equipment were provided by  the vendor to SPP_URE3 and 
included detailed procedures and configuration changes that explained the effects
the new equipment would have on the SPP_URE3's system.  Also, SPP_URE3 
had been using a spreadsheet to document changes that occurred to its system 
software, but the procedure of how and when to document changes was not 
included in SPP_URE3’s policy. While the change control program SPP_URE3 
used on its SCADA system was not a formal process, it, nonetheless, did 
document changes in software and hardware that affected an important componen

To mitigate this issue, SPP_URE3 documented a process 
and supporting policy for a new change control 
methodology.  This new process and supporting policy 
considered different types of infrastructure and types of 
changes (i.e. emergency, low risk, levels of approvals, 
patches, etc) for CCAs.  SPP_URE3 developed applicable 
templates, forms and change systems to be utilized to 
support the change control process.  Lastly, SPP_URE3 
trained all affected SPP_URE3 employees on the new 
supporting process and policy to ensure that CCA 
information is identified, protected and classified.  

SPP_URE3 certified that mitigation was complete, and SPP 
RE verified completion.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity 
4 (SPP_URE4)

NCRXXXXX SPP201100460 CIP-001-1 R1 In a Self-Certification, SPP_URE4 indicated that it did not have procedures for the recognition 
of and for making their operating personnel aware of sabotage events on its facilities and multi 
site sabotage affecting larger portions of the Interconnection.

SPP RE determined that the issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System (BPS). 
Although SPP_URE4 did not have a physical document addressing sabotage 
reporting, it stated that it had relied on a third party process for sabotage 
reporting, and that it used this process for sabotage reporting, along with CIP-
001-1, to draft a sabotage document that would comply with CIP-001-1 R1. 
Because there was a reporting procedure in place, just no documentation of it, 
the risk to the BPS is minimal.

SPP_URE4 developed an official memo to clarity how to 
recognize and make its operating personnel aware of 
sabotage events on its facilities and multi site sabotage 
affecting larger portions of the interconnection.  SPP_URE4 
developed an official procedure to document previously 
identified SPP_URE4 processes for sabotage reporting, and 
provided training to its personnel on the procedure. 

SPP_URE4 certified that mitigation was complete, and SPP 
RE verified mitigation as complete.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity 
4 (SPP_URE4)

NCRXXXXX SPP201100461 CIP-001-1 R2 In a Self-Certification, SPP_URE4 indicated that it did not have procedures for communication 
of information concerning sabotage events to parties in the interconnection. 

SPP RE determined that the issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System (BPS). 
Although SPP_URE4 did not have a physical document addressing sabotage 
reporting, it stated that it had relied on a third party process for sabotage 
reporting, and that it used this process for sabotage reporting, along with CIP-
001-1, to draft a sabotage document that would comply with CIP-001-1 R2. 
Because there was a reporting procedure in place, just no documentation of it, 
the risk to the BPS is minimal.

SPP_URE4 developed an official procedure to document 
previously identified SPP_URE4' processes for sabotage 
reporting and provided training to its personnel on the 
procedure. 

SPP_URE4 certified that mitigation was complete, and SPP 
RE verified mitigation as complete.

Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity 
4 (SPP_URE4)

NCRXXXXX SPP201100462 CIP-001-1 R3 In a Self-Certification, SPP_URE4 indicated that it  did not provide its operating personnel with 
sabotage response guidelines for reporting disturbances due to sabotage events.

SPP RE determined that the issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System (BPS). 
Although SPP_URE4 did not have a physical document addressing sabotage 
reporting, it stated that it had relied on a third party process for sabotage 
reporting, and that it used this process for sabotage reporting, along with CIP-
001-1, to draft a sabotage document that would comply with CIP-001-1 R3. 
Because there was a reporting procedure in place, just no documentation of it, 
the risk to the BPS is minimal.

SPP_URE4 developed an official procedure to document 
previously identified SPP_URE4' processes for sabotage 
reporting and provided training to its personnel on the 
procedure. 

SPP_URE4 certified that mitigation was complete, and SPP 
RE verified mitigation as complete.
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Southwest Power 
Pool Regional 
Entity (SPP RE)

Unidentified 
Registered Entity 
4 (SPP_URE4)

NCRXXXXX SPP201100463 CIP-001-1 R4 In a Self-Certification, SPP_URE4 indicated that it  did not have an official Sabotage Reporting 
procedure related to establishing communication contacts with the local Federal Bureau of 
Investigation.

SPP RE determined that the issue posed a minimal risk and did not pose a 
serious or substantial risk to the reliability of the Bulk Power System (BPS). 
Although SPP_URE4 did not have a physical document addressing sabotage 
reporting, it stated that it had relied on a third party process for sabotage 
reporting, and that it used this process for sabotage reporting, along with CIP-
001-1, to draft a sabotage document that would comply with CIP-001-1 R4. 
Because there was a reporting procedure in place, just no documentation of it, 
the risk to the BPS is minimal.

SPP_URE4 developed an official procedure to document 
previously identified SPP_URE4' processes for sabotage 
reporting and provided training to its personnel on the 
procedure. 

SPP_URE4 certified that mitigation was complete, and SPP 
RE verified mitigation as complete. 

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
1 (TRE_URE1)

NCRXXXXX TRE201000159 CIP-001-1 R2 TRE_URE1 did not have a method to disseminate information regarding sabotage to the 
appropriate parties in the Interconnection.
This issue was discovered through a Self-Report. 

This issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system (BPS) because TRE_URE1’s 
system owns and operates a small distribution system fed from only two radial 
lines, thus reducing the risk to the BPS. Also, during the time period of the 
possible violation no event occurred related to the CIP-001-1.

TRE_URE1 sent new procedures to Texas RE that included 
a procedure to disseminate information regarding sabotage 
events, and thus addressing the requirements of CIP-001-1 
R2.  All mitigation activity has been completed  and verified
by Texas RE.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
1 (TRE_URE1)

NCRXXXXX TRE201000161 CIP-001-1 R4 TRE_URE1 did not have a documented method to contact FBI in regards to recognition of 
sabotage.
This issue was discovered through a Self-Report. 

This issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system (BPS) because TRE_URE1’s 
system owns and operates a small distribution system fed from only two radial 
lines, thus reducing the risk to the BPS. Also, during the time period of the 
possible violation no event occurred related to the CIP-001-1.

TRE_URE1 sent new procedures to Texas RE dated that 
included a FBI contact and procedures for contacting the 
FBI, covering CIP-001-1 R4.  All mitigation has been 
completed and verified by Texas RE.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
2 (TRE_URE2)

NCRXXXXX TRE201100150 CIP-006-1 R1 TRE_URE2 should have timely filed TFEs for some card reader controllers because it did not 
use anti-virus software and other malicious software prevention tools, where technically feasible
to detect, prevent, deter, and mitigate the introduction, exposure, and propagation of malware on 
all Cyber Assets within the Electronic Security Perimeters. TRE_URE2 failed to  file  TFEs 
until May 17, 2010.  This issue was discovered through a Self-Report.

This violation does not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system.  Although, some card reader 
controllers did not use anti-virus software and other malicious software 
prevention tools, the devices were behind multiple physical security protection 
boundaries that include at a minimum an outer layer of physical security, at least 
one CIP compliant card reader system and at least one set of keyed locks.

Mitigation plan was completed and verified.  Filing of TFEs 
on May 17, 2010  addressed the issue.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
2 (TRE_URE2)

NCRXXXXX TRE201100151 CIP-006-1 R1 TRE_URE2 should have timely filed TFEs for some card reader controllers because it did not 
use anti-virus software and other malicious software prevention tools, where technically feasible
to detect, prevent, deter, and mitigate the introduction, exposure, and propagation of malware on 
all Cyber Assets within the Electronic Security Perimeters. TRE_URE2 failed to  file  TFEs 
until May 17, 2010.  This issue was discovered through a Self-Report.

This violation does not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system.  Although, some card reader 
controllers did not use anti-virus software and other malicious software 
prevention tools, the devices were behind multiple physical security protection 
boundaries that include at a minimum an outer layer of physical security, at least 
one CIP compliant card reader system and at least one set of keyed locks.

Mitigation plan was completed and verified.  Filing of TFEs 
on May 17, 2010  addressed the issue.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
2 (TRE_URE2)

NCRXXXXX TRE201000318 CIP-007-1 R4 TRE_URE2 should have timely filed TFEs for some card reader controllers because it did not 
use anti-virus software and other malicious software prevention tools, where technically feasible
to detect, prevent, deter, and mitigate the introduction, exposure, and propagation of malware on 
all Cyber Assets within the Electronic Security Perimeters. TRE_URE2 failed to  file  TFEs 
until May 17, 2010.  This issue was discovered through a Self-Report. 

This violation does not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system.  The Cyber Assets which do 
not have an anti-virus and other malicious software prevention tools also do not 
have operating systems installed on the devices.  The lack of an operating system 
not only prevents anti-virus software from being loaded onto the devices, this 
also prevents any virus and/or malware from infecting the devices.  Without the 
ability to become infected by a virus or malware, there is no actual risk to the 
bulk power system.

Mitigation plan was completed and verified.  Filing of TFEs 
on May 17, 2010  addressed the issue.
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Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
2 (TRE_URE2)

NCRXXXXX TRE201000319 CIP-007-1 R5 TRE_URE2 should have timely filed TFEs on card reader controllers because the devices do not 
have the ability to enforce the password length; alpha, numeric and special characters; and the 
annual password change.  TRE_URE2 failed to file TFEs until May 17, 2010.  
This issue was discovered through a Self-Report. 

This violation does not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system.  The Cyber Assets which do 
not enforce passwords length, complexity or require annual change also do not 
have the ability to allow users to log into the devices.  The CIP standard’s 
requirement to use passwords is intended to prevent unauthorized system access. 
Therefore there is no risk to bulk power system from an unauthorized system 
access, due to the systems inability to grant system access.

Mitigation plan was completed and verified.  Filing of TFEs 
on May 17, 2010  addressed the issue.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
2 (TRE_URE2)

NCRXXXXX TRE201000357 CIP-007-1 R4 TRE_URE2 should have timely filed TFEs on card reader controllers because it did not use anti-
virus software and other malicious software prevention tools, where technically feasible, to 
detect, prevent, deter, and mitigate the introduction, exposure, and propagation of malware on al
Cyber Assets within the Electronic Security Perimeters. TRE_URE2 failed to  file  TFEs until 
May 17, 2010.  This issue was discovered through a Self-Report. 

This violation does not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system.  The Cyber Assets which do 
not have an anti-virus and other malicious software prevention tools also do not 
have operating systems installed on the devices.  The lack of an operating system 
not only prevents anti-virus software from being loaded onto the devices, this 
also prevents any virus and/or malware from infecting the devices.  Without the 
ability to become infected by a virus or malware, there is no actual risk to the 
bulk power system.

Mitigation plan was completed and verified.  Filing of TFEs 
on May 17, 2010  addressed the issue.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
2 (TRE_URE2)

NCRXXXXX TRE201000358 CIP-007-1 R5 TRE_URE2 should have timely filed TFEs on card reader controllers because the devices do not 
have the ability to enforce the password length; alpha, numeric and special characters; and the 
annual password change.  TRE_URE2 failed to file TFEs until May 17, 2010.  
This issue was discovered through a Self-Report. 

This violation does not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system.  The Cyber Assets which do 
not enforce passwords length, complexity or require annual change also do not 
have the ability to allow users to log into the devices.  The CIP standard’s 
requirement to use passwords is intended to prevent unauthorized system access. 
Therefore there is no risk to bulk power system from an unauthorized system 
access, due to the systems inability to grant system access.

Mitigation plan was completed and verified.  Filing of TFEs 
on May 17, 2010  addressed the issue.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
3 (TRE_URE3)

NCRXXXXX TRE201000287 IRO-004-1 R4 TRE_URE3 failed to submit a day-ahead resource plan for its share of  a facility by 16:00 (day-
ahead) for the next operating day.  Regional rules require that this information be submitted by 
16:00  for the day-ahead.  
This issue was discovered through a Self-Report. 

Texas RE determined that this issue posed a minimal risk and did not pose a 
serious or substantial risk to the bulk power system because this was a single 
occurrence mitigated in real-time by manual processes. Once the error was 
discovered, TRE_URE3’s resource plan was immediately submitted. 
Furthermore, despite the failure to submit the resource plan, ERCOT ISO was 
able to manually enter TRE_URE3’s day-ahead information to timely perform 
stability limit calculations. 

TRE_URE3 has since updated its procedures to include 
additional checks and verifications that a resource plan has 
been submitted and received.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
4 (TRE_URE4)

NCRXXXXX TRE201000306 CIP-001-1 R1 TRE_URE4's sabotage procedures did not address the requirements of CIP-001-1 R1  and were 
not provided to operating personnel. Adequate procedures were provided after the registration 
date.
This issue was discovered through a Self-Certification. 

This issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system (BPS) because TRE_URE4 
had sabotage-related procedures in place that addressed reporting of hazardous 
conditions although the procedures did not fully address the requirements of this 
Standard. This  reduced the risk to the BPS. Also, operating personnel were 
verbally told to report suspected sabotage to the appropriate authorities.

Mitigation plan was completed and verified. Latest 
procedures address the requirement of this Standard and 
were supplied to personnel.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
4 (TRE_URE4)

NCRXXXXX TRE201000307 CIP-001-1 R2 TRE_URE4's sabotage procedures did not contain adequate provisions for the communication of
information concerning sabotage events to appropriate parties in the Interconnection.  Latest 
procedures were adequate.
This issue was discovered through a Self-Certification. 

This  issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system (BPS) because TRE_URE4 
had sabotage-related procedures in place, that addressed reporting hazardous 
conditions although the procedures did not fully address the requirements of this 
Standard. This reduced the risk to the BPS.  Also, operating personnel were 
verbally told to report suspected sabotage to the appropriate authorities.

Mitigation plan was completed and verified.  TRE_URE4's 
latest procedures contain provisions for the communication 
of information concerning sabotage events to appropriate 
parties in the interconnection.
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Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
4 (TRE_URE4)

NCRXXXXX TRE201000308 CIP-001-1 R3 TRE_URE4's sabotage procedures did not contain adequate response guidelines. The latest 
procedures were found to be adequate by Texas RE. 
This issue was discovered through a Self-Certification. 

This issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system (BPS) because TRE_URE4 
had sabotage-related procedures in place that addressed reporting of hazardous 
conditions although the procedures did not fully meet the requirements of this 
Standard. These procedures reduced the risk to the BPS. Also, operating 
personnel were verbally told to report suspected sabotage to the appropriate 
authorities.

Mitigation plan was completed and verified.  Latest 
procedures contain adequate response guidelines.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
4 (TRE_URE4)

NCRXXXXX TRE201000165 CIP-001-1 R4 TRE_URE4's sabotage procedures did not adequately address reporting procedures or include a 
FBI contact. 
This issue was discovered through a Self Certification. 

This issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system (BPS) because TRE_URE4 
had sabotage-related procedures in place that addressed reporting of hazardous 
conditions although the procedures did not fully meet the requirements of this 
Standard. These procedures reduced the risk to the BPS. Also, operating 
personnel were verbally told to report suspected sabotage to the appropriate 
authorities.

Mitigation plan was completed and verified.  Latest 
procedures contain FBI contact information.

Texas Reliability 
Entity, Inc. 
(Texas RE)

Unidentified 
Registered Entity 
5 (TRE_URE5)

NCRXXXXX TRE201000351 CIP-003-2 R2.3 As a result of an Audit, Texas RE determined that TRE_URE5's delegation of authority for 
specific actions to a named delegate, specifically approval of exceptions to its security policy did
not include the name of the delegate, only the title and date of designation.

This issue did not pose a serious or substantial risk and posed a minimal 
potential and actual risk to the bulk power system because although the 
document did not explicitly list the name, the title was listed.  During the 
compliance period, that title/position was held by the same person.  Although 
that person changed official job titles, the entity presented other documents and 
emails that demonstrated that that person was the person being referred to in the 
delegation of authority.

TRE_URE5 revised the designation of authority so that it 
was consolidated into one document and includes delegate’s 
name, title, and date of designation.  TRE_URE5 also 
revised the ‘Exceptions’ form to include the name of the 
authorized delegate, as well as their title.  This will cause 
any change of authorized delegate to require a change to the 
forms as well.

Western 
Electricity 
Coordinating 
Council (WECC)

Unidentified 
Registered Entity 
1 
(WECC_URE1)

NCRXXXXX WECC201102908 CIP-002-3 R4 During an annual internal review of the CIP Standards, WECC_URE1 found a discrepancy in 
its procedures.  Specifically, WECC_URE1's senior manager failed to review the Risk Based 
Assessment Methodology (RBAM) for the 2010 calendar year.  WECC_URE1 notes that 
versions 1 and 2 of the standard required an entity to approve annually the list of Critical Assets 
and the list of Critical Cyber Assets.  However, when Version 3 of the standard became 
effective, the requirement included an annual review and approval of the RBAM in addition to 
annually approving  the list of Critical Assets and the list of Critical Cyber Assets.  

Although WECC_URE1 did not have a signed and dated record of the senior 
manager or delegate(s)’s annual approval of its 2010 Risk Based Assessment 
Methodology (RBAM), WECC_URE1's CIP Senior Manager had approved the 
Critical Asset and Critical Cyber Asset lists for calendar year 2010. While 
WECC_URE1 failed to review the RBAM in the calendar year 2010, 
WECC_URE1 created its RBAM in 2009, and annually approved the RBAM in 
2009 and again in  2011.  Additionally, WECC_URE1's list of Critical Assets 
and Critical Cyber Assets is null, which had not changed from years prior.  
Therefore, WECC_URE1's failure to update its procedure to include the annual 
approval of the RBAM did not negatively impact the BPS because the lists of 
Critical Assets and Critical Cyber Assets for WECC_URE1 were and remained 
null for the year.   For these reasons, WECC determined this issue posed a 
minimal risk to the reliability of the BPS.

WECC_URE1 updated the annual approval procedure to 
include an annual review and approval of its RBAM by the 
CIP Senior Manager.  Additionally, WECC_URE1 has 
hired a third-party consultant to validate the RBAM.
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